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Abstract
The great development in Information and Communication Technologies ICT was

accompanied by a huge spread of digital content, especially creative in nature; in the form of
written text, still or animated images or audio/video content. The Internet, which is now
available anytime anywhere to everyone, has contributed to this great spread of digital
creative content across the globe. With this unprecedented access to digital content, problems
have emerged. Of these problems, the violation of the creator's intellectual property rights,
whether by copying or using the creative content without reference to its creator. The biggest
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problem, however, is that the creator cannot first: protect their artistic production from such
violations, and second: prove their ownership of the creative content if such violations occur.
This research discusses modern techniques that enable artists, especially painters, to prove
ownership of their digital artworks. First: by exploring some of the most important methods of
protecting artworks from violation on the Internet. Second: by going through some of the most
important modern technologies used today as solutions to help artists prove their ownership of
their digital artworks. Results of the study include, first: protecting digital artists from online
abuse, whether by violators directly copying the artwork as a whole or parts of it. Second:
through techniques that enable them to track and identify their creative production, digital
artists gain the ability to proof their ownership, thereby preserving their creative rights. Third:
by preserving the artist's creative rights, nations could preserve their digital artistic heritage
from being lost.

Keywords
Digital artworks; Digital painting; Digital creative content on the Internet; Proving ownership

of digital creative content; Preservation of intellectual property rights.
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Bitcoin is based on a distributed ledger —
or rather a specific kind of distributed ledger: a blockchain.

Bitcoin's ledger was the first blockchain, but the technology has begun to spread across
b )1 Alaally Jasi sal) Ml Jlaall & Blockchain Jish) Aduda 48838 ¢, :(5 a8)) JSal)
(Reiff 2020) :usadl Bitcoin "cuss cu™ auly 4d g all

Ll W) e JmY) e Al clabaall Al S ol 5 Wl Jladl 8 il Blockchain JiSh) Al s
s b il sladl) Qs o 585 438 50 e A% e AalE 4ills )8 50 g AT ligdat (3 J Al A iy
ety Al e glae 4 ease (K Y STy elgall e slaall Adlia) Sy elli il ael g5 o) ac) 8 4is
Al (g L) el s Jhy el bl ael @ 5 Aall Jaly alleel o dend (L Joas 2ied Uil

1660



20214 : (2) pald a3 — Ailudy) o glall g (5l 5 3 jland) dlaa
"3 salall g @81 gl o gl g Aabaaadl gl ) " abual) 1 gall s gall

L (McConaghy, et al. 2017) 4elal) 48 s GliY Al alee o ganil) Jla Dl glaall lliy JY 1Y)
Gl Lo dgagd € aa ) olely Y1 ASaS e ol )y aally el gl Lo e 5 Al Jlee V) 4S Lo
Abaad) anall sda d)s.oAq;ﬂ\a;uqqg(JUM|&&J

&b Glbl 3 Christie’s sl e S Sl e 1y ge o5l Jol Jlae b Jailly Ll dlasiud fayy
aaladin) P& e i iY) e 4l JleeY) Joha 8 saaa Lo et A5k A ge0 3 02018 alall (e uad s
Ll Jee ) ool daad ae 480 58 i € die 385 cddl) JleeY) au s Jiassil Blockchain Jis)) dlule 4yl
Sal Y53 0 sle B e b L ) Wl Jase Jia s () Al Jlae Y1 a 05 2ae Y Artory =
.(Luzan 2020)

-

ADAl
Go Ry A el e dpaal) Migh Una 1 al il o sall i iy A0 e 4 5ed) Jsena La (sl 050 O
35 WS (Jalad 5 Jea (o Lina gl i (5 gia Lndily (jad Lgphans 38 )5 o jiy) o Ly oa i LA
sl daraiall Agla slaall Sl 4y LAY a8l sall i celaia¥) Jual sill Jilay DA (e o) gu i i) 4SS e Lkl
la L Ll g by Lald US55 LS cagls Lo s alad) 5 dggd il o8l sall s

Yol y al adl o Lipas dae Jalais Lay y 5 e i) 408 e (e Lie Lo daall ol 3 63 cauagll 138 Jba i
e Al 48 Jlie 3y 5 A a8l ) aai e 3,080) 4 @l Jaaad) @l aal ey s oAl @l Jaae Sl i )
el 53 KBV (e JSE b Lediind ol Lgia J8 5l Lemge (e Apadd o il s callee Y iyl A543
4lall Al «Digital fingerprinting 4w ) daadl s (DOI A sall N o jnall 1 Jia i o 5illd 4ia
& bl saclua LSy «Blockchain technology Ji) alul 45835 «Invisible watermarking 4l
Sleganidl s e il 5 o Y slmd o allee] witiy olgd aiSle (5 gia Jaia y e laY) alleel Jinss
e AL g Yie #lie (S5 o Lo st 5 s g A gy I 43 i

s AL Al geun by Of Sy L sy IV el 8 S s Jial acaje dnds Gl ey Of cang Y (S0
Al Aabe 46 Jand 5l clals cilard 3 Josatl) o cagal) (e S0 aie Qi Y 8 3 el aY) iy
sl dleall (e AN Aidl) allee Yy Al a5 a8 i Y1 ASS e allee 48 jLie 8 Lenihy Aapey e ol
Jsasll Caall (e zuad Right-click ce¥! s, 55 Gl o cWatermark Jeall 46k dadle dila) 1Jie
@ I A 2 sS5 Y L asall AL (i el A ASjLie i Sl Download dieadl) el )
Sle Jsanll JaY aae el sill a b Ll ety Of qelalls Jaiady 5 450 ey o (53 s AT 8 Jae | 5l laana
S Jaall plasinly O3 elae) QLN dag 285 A A8 55 pually anmy Jeall 3aLE o IS Gualh (g puaill 128
A el e pndl 48 jaa Jla @) 8 ey el 43S JLie

4aul aa «Copyright LU 4al) LY 5l © Sl ASL) s jey dila) QX Gl e Lat La g
1) (in sy emball) 8 A Kal ASlall (3 gia ad ay Jaall o LB 5 Al alee o Lol 48 s Jaial gl
Jaall e duclay) s & Sall digin oo 4nuill 3 gn g Alaial) 4 Olie diliad Cile) ) adl ) oLl ass)
o0 B 3 o) (g2l Al ¢ gus LEY

1661



20214 : (2) pald a3 — Ailudy) o glall g (5l 5 3 jland) dlaa
" salall g @8l gl o sl g Aalyeall g il ™ pbaad) A gal) pal gl

Cileally Aoy 48 sia Jamasdt Slalpun g o2l & 4 S8l AL B sia ()98 e adlad Gl ()5S o Juah qalally g
alead 43S jliie oY @lliy Glaill 1 8 A sall Claaledl) e Gl Aala agal (S5 Gl ccleadd) Gllil 3 58 gl
aSl5 4d illie 5a¥) gay a5 aihge el (s Y cranl allall po 45 jlia iad Y 4SS e el
@ o) iy e A8 Ll delaY) i ds s b Ll A g2 e JAY) B JSY) A adiny
S SLEVIS ol las g 5T S8 a8 Gl e e Jgeand) das b Gl el (amy e 33 e s

A Lo aag aslld pluall o IS )l oaly Gl il Jais ga dpelay) 4B sl abiis o o o gLl e
oLl () i Les caanl alladl g L3S jlia g Lguda ol 4l agile o) () sady (Al Gl Dl Jy YT i i)
G dmale sa s con i sl aine ) sl sl aiad) (o JE) — el s o) — oY) Jlaall 8
O i (58 La 5 ol i o 3ty (S Lad ¢ adl) b sl 5 ol dae oY) s Al VL) bl shail) d8@a)
i Buak Y ol maal daelay) B Y GV i3 B ol kil dle e Al da je ) Als e
O ol aad g Gl oo yuY) ASd e Gl Gn Bl e Jlai) 1aa ol (e AlSy AR ) gl
LAE Ay Al e agiland 1o Y aizay ca s OS 3aaa @l shiy O¥lae e allal) 4 oy Ll agalal 5 cagll
S agilaly G il bads g e day) (e 0 gay Lasd agd sial aglada 5 «@llXS agila ga (S5 callall

Lae 3aliiul) Lia (Y (Sad agdll 5 & OV (Al (an s cosie Ld SIS Ol Jaan (pa s i) ASuE LaS Al
sl sl Loy ISaY) )38 Lgie aadl JAY) e i e sunll (e alendi e 3D 5 ¢l Jaaa (e i Y] AS0E 0 i 58
S Al Loy (e 5 AS il Uil ST Jiionny (o Wil il laal) Lin sl iS55 c¥Lad¥) e sk (e
oy Y A e LY o) 8 aulls Ll

il aal

b Lagd Gaal) il aaf S

Uik Lle Aalaal s ) 5Ll ) Cald g Andll Jae Yl ) ga (g BT Basa Cld A3l AS LI Gilel ja) -

Y A e Al Adlee | Jaid o 38 e ldl) uiad ) geall

At Gl ety 5 cilpanil) (e Jarll cany 4 S ASLA (3 goa Jal um g (il 8 nt oy Jaall O N 5JLEY) -
o3 8 e anill sl m pad Jla Wl ga 5 Ulae 4 Sl ASLall il ) 58 Lale (a suaial) ile] YY)

45 5:Sal) Ol slaall 4505 slimd 8 e Cajaill g Liad ) 425 8 aaluy 8l Jeall DO (e Cijre Jina -
g all aSle ) 5 ¢ yiYY)

e ol Lo yad Jla dusdl) allae | e oyl e jlidl) K Ausdall dilal) dadlall 5 duad ) dead) Jie s -
Aae 1Y) 48 gia lEY da DU cled paY) MAS) 3 e s (IOl A8l Lgia

eal) il cilaslra gl s oSy Y S35 Blockchain JiSl dudls 4 ye ) alead ) Jimass -
iy il alee e gl Jla il gleall @iy JYain¥) adlSay s Janll L) cllld) s ol Jhy o Ganas
Age gy 48 s

s Al 5aY) (e aad i Y1 ASus e Ay geail) Al Jlae Y1 ity Jans s e iy L) 38 jae -
i Y elad e 3l Jlee Y 43S jlie U Lale adlay 5 Ll gy of g

glaall o el il Ll 5 g Jaiat Ao Y] 48 sl i) Jadsy -

1662



20213 (2) pald 220 — Al aglally (gl g 3 jland) Adaa
"Jsalall g a8 g Cp () 9381 9 Aabpaadl g Sl N " aobiad) (A gal) gali gall

Silua g3l

Ll b Al a5 il e Cnlll ) ald La g gua

o A vie ela)) sl ey Lalal) Bpaall @l b el s il Cay gty alaid¥) 35 0 -
Gllag el elay) ZlaYl Lalall 4y Sall ASll (3 sia Cilaales s (il 8 abl QIS 5 oY) ASus e 43S Hlie
Qi) o Al ) pualaally il gaill MR e e pmY) ASE e o) g Al Jaal gl Cl g e
LUiga o BalSl ol g daidal) cilgal) Gl p3) cand Gl g ol siiiall

JSy iyl A e Al JleY) Alea ok ale IS5 Al 5l Jlae B dualall Gisadll 3205 -
a5 e OnanlSY) (e Gilil) (s peal alladl 3 LI a5 ) Olaall 13 o sl 330 ) (& adlosy Las ¢alss
Ol GOl g il (e e ae il sleall @l AS HLia g Jis Ul 5 0 58 Jlae (G oalall Conally (gl (00
il el e Galas o) g Glld ST LS Caaigall

Jeni (b @l pasi cppead) Gl (a3 B oas JS sa @ il il Gl e Uslis -
Ciale oLl &8 (pey oYL Yl gl e g sl 38 Jie Ao o a8 sl AL aiia) cilgal)
Al Juadl adadal e ) ) Gl il als

) yall

Dnlaall ae 4381 55 (205 Al allans 4 SAl ASL) dlead (5 pad) A" 2004 s ) (ssad) -1
il &Sl ALl Ayl Ladaiall 5 W gl shiall & il AL (s Ayl il ) g ol Al ™ A0 500

18-3 4 padll dan LAl 5 ) 5 Al shall Sl Hall dgas xa
1- Albadawy, Alsaied Hassa. 2004. Alkanon Almasry Lehemayat Almelkia Alfekria Sematoh
alraayesia wa mada twafokoho maa almaayeer aldawlia. Halakat alWIPO alwatania altadribia
hawl almelkia alfekria leldeplomasein. alkahera: almonazama alalamia lelmelkia alfekria
alwipo maa maahad alderasat aldeplomasia wezaret alkhargia almesria 3-18.
2- Arts Law Centre of Australia. n.d. How do you protect your work on the internet? Accessed
October 9, 2020. https://www.artslaw.com.au/legal/raw-law/how-do-you-protect-your-work-
on-the-internet/.
3- Bailey, Jonathan. 2007. Watermarking vs. Fingerprinting: A War in Terminology. 10 9.
Accessed 10 9, 2020. https://www.plagiarismtoday.com/2007/10/09/watermarking-vs-
fingerprinting-a-war-in-
terminology/#:~:text=Watermarking%?20is%20anything%20you%20actively,using%20some
%20element%200f%20programming.
4- Cambridge in colour Authors, Multiple. n.d. PROTECT ONLINE PHOTOS. Accessed
October 11, 2020. https://www.cambridgeincolour.com/tutorials/protect-online-photos.htm.
5- DOI. 2020. The DOI System. 2 4. Accessed 10 9, 2020. https://www.doi.org/.
Fenlon, Wesley. 2011. How Digital Fingerprinting Works. Accessed 10 8, 2020.
https://computer.howstuffworks.com/digital-fingerprinting.htm.
6- Gahan, Courtney. 2018. What is a DOI? 12 19. Accessed 10 8, 2020.
https://www.scribbr.com/citing-sources/what-is-a-doi/.
7- Imatag. n.d. Imatag. Accessed 10 10, 2020. https://www.imatag.com/watermarking-demo/.

1663



20213 (2) pald 220 — Al aglally (gl g 3 jland) Adaa
"Jsalall g a8 g Cp () 9381 9 Aabpaadl g Sl N " aobiad) (A gal) gali gall

58502 . 2002 Ll 82 28 ) (5 paall 4o pSdl] LSLal) (§sin Glas 46 2002 A3 Sal ASLall (§ gia dilaa () 518 -8
http://www.ecipit.org.eg/arabic/lows_A.aspx .2020 , €1 9 J a5l 71,2002

8- Kanoun hemaiat almelkia alfekria. 2002. kanoun hemayat almelkia alfekria almesry rakam

82 lesanat 2002. 2 younio, 2002. Tareekh alwesol 9 October, 2020.

http://www.ecipit.org.eg/arabic/lows_A.aspx

9- Lawyers, Multiple. n.d. How to Protect Your Artwork Online. Accessed October 11, 2020.

https://www.artworkarchive.com/blog/how-to-protect-your-artwork-online-f147e94d-9d16-

47f3-alc7-a2b91de04452.

10- Luzan, Alexandra. 2020. Painting a Different Picture: How Digital Artists Use

Blockchain. 3 4. Accessed 10 10, 2020. https://cointelegraph.com/news/painting-a-different-

picture-how-digital-artists-use-blockchain.

11- McConaghy, Masha , Greg McMullen, Glenn Parry, Trent McConaghy, and David

Holtzman. 2017. "Visibility and digital art: Blockchain as an ownership layer on the Internet.”

Briefings in Entrepreneurial Finance 461-470.

12- Milano, Dominic. n.d. "Content Control: Digital Watermarking and Fingerprinting.”

Digimarc. Accessed 10 10, 2020. https://www.digimarc.com/docs/default-source/technology-

resources/white-papers/rhozet_wp_fingerprinting_watermarking.pdf.

" iy A 8 callil 5 4 Kal ASLA) (5 8a" 2009 A ue deal ¢ ilaas -13Cybrarians Journal.(21)

13- Mustafa, Ahmed Abdullah. 2009. Hokok Almelkia Alfekria wal Taaleif fee Beaat

Alinternet. Cybrarians Journal (21).

14- NICHOLLS, WILL. 2017. Imatag Uses Invisible Watermarks to Protect Your Photos. 12

22. Accessed 10 10, 2020. https://petapixel.com/2017/12/22/imatag-uses-invisible-

watermarks-protect-photos/.

15- Nikitin, Ivan. 2019. What is a watermark? September 14. Accessed October 9, 2020.

https://www.visualwatermark.com/blog/what-is-a-watermark/.

16- Reiff, Nathan. 2020. Blockchain Explained. Februaty 1. Accessed October 8, 2020.

https://www.investopedia.com/terms/b/blockchain.asp.

17- U.S. Copyright, office. 1998. THE DIGITAL MILLENNIUM COPYRIGHT ACT OF 1998.

Legal, U.S. Copyright Office.

18- Wright, Carolyn. 2008. Another Way To Add Copyright Info To Your Photos. August 20.

Accessed October 9, 2020. https://www.photoattorney.com/another-way-to-add-copyright-

info-to-your-photos/.

1664



